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BEAR -
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EEFBERMNERYEITEEEIIE)  BOMER clientls - MEBULAZTFRWIEMETBKIE
FER—FE (BE ) JENH  MEHBEBRKEIENRERE - oftEL - A 7TENMZE
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«  EEFE(Packet) - B4 AL header & data mAE7 EDP header BsC&E KR " At MAC +
Py, ~ "TEMH MAC + IP, ~ T34 (flag) o ~ T@BHBE, EER -

- BREMERHELEIE header WEBRENBAR - BENAEEBESF OSI tREXNEEBHRE -

« layer2 RBMNMERELAFE - ReEEEI header B MAC fizdlt -

« Layer3 &40 Layer3 Switch AR S - DB BAFME R EXEEE B RO IP 7l
A #E ﬁ?ﬁﬁ%ﬂ@ﬁ’]iﬂw&ﬂ*’“(ﬁ%ﬁ)

« Layerd B WMPH KM - OI;EHNE header LRI ERAL - LURE L B2ERMT - 3R
,%G%B—HEEE%%?’FEEUEEE °
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(). #$BEE NetMask—r [Pv4 3 5]

I ARE - ZHNEZAIMBEHETME Pt EEEERMEER - DA [BEEEE] - BHE
IWEESNE ? HA -
TR [ IP ) R (BE] #1T AND 2ZEE# - 1SF15/50918 - (CEMIPIERT—HE - 4

1. AND E&
AND ZBE& : (1+1) ER1 ; HMAEMEZ 0 - 7780 - (1+0) (0+1) (0+0) BBEHEMRO0
2. LB HIESEA

= NetMask & 255.255.255.128 7 - sARILA N 4E IPv4 Addres « BR—2BROMIME IP 21—
HAERA ?

E—4
IP1: 163.26.108.130 IP2: 163.26.108.201
10100011.00011010.01101100.10000010 10100011.00011010.01101100.11001001
AND + 11111111.11111111.11111111.10000000 + 11111111.11111111.11111111.10000000
JEEL  ce-eeeemeseeemoeeeemmceeeesceeeeseees eemeseessssesssssesssssesesseessnsees

10100011.00011010.01101100. 10000000 10100011.00011010.01101100.10000000
& 163.26.108.128 163.26.108.128
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IP3: 163.26.108.130

IP4: 163.26.108.36
10100011.00011010.01101100.10000010 10100011.00011010.01101100.00100100
AND + I11111111.11111111.11111111.10000000 + 11111111.11111111.11111111.10000000
= R T T L ECL TR
10100011.00011010.01101100. 10000000 10100011.00011010.01101100.00000000
4EEH 163.26.108.128 163.26.108.0
A E AND BEE&REH -  F—HEIEF—EER - BE_HAANSES - HitoHNE—HZEREHE
B-mB MEEMBELENEZEEME " HERAERTR
Address -

- WA XAV SE — B AREBRY IP
3. s 57 ER R RI--IX 1Pv4 & 51

1& A Class B9 - #l : 10.0.0.0 -- 10.255.255.255 #£ 256 x 256 x 256 = 16,777,216 f& IP
—1@& B Class W& - #ll : 172.16.0.0 -- 172.16.255.255 3£ 256 x 256 = 65,536 f@& IP
—1@& C Class B9 - il : 192.168.1.0 -192.168.1.255 #£ 256 f& IP -

A= HE Class D BIERE - 128 @& IP =4k &+ 1@ Class C - 64 1& IP B2 1/4 1& Class C - #xIE$R
# o

IPv4 EAREIRILIZEIRI A T, - A Class A ~ Class B & Class C S REMRE - BT

4. NEHIE#E S-- 1L IPv4 A5l
HERIX  BEZ
T MRRA

s\

#5 IPv4 Address & Netmask - BEHETELE IP Address @ & IER—

ez -
—1& IPv4 Address KEHEL AR/ - HREE
& C Class =%l - ©

T ELIREREIF? 2 163.26.200.0 —
EEERZ : 163.26.200.0 -- 163.26.200.255 - #Epy _EAEMN T -
10100011.00011010.11001000.00000000

|
10100011.00011010.11001000.11111111

2IEERRAIZ
- [ - AE2a0E 0
o [ERAL - FEREMN

+91163.26.200 : £ FROIREEEIE (1) ] -
F WIERER 0 - 255 : E FRVIRSEEEE (0) 1
RICIRA

o EE_EfME : 11111111.11111111.11111111.00000000 (RIEAZRIE 1 - SEERIE D
IE0)

WEENMNE : 255.255.255.0

« BTEUESE - HEF24@ (1) -

PR ARG E AL 163.26.200.0/24 - ItRERAZE V&
"CIDRERZE S »
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B—EBIEERFIM Linux - BRZOR 1991 FiF - #HEFEEAREBER Linus Torvalds # /&
2R - #2R# S 7 Richard Stallman 89 GNU 5t &8I 4 GNU/Linux - BER ERFA MR B HERORET
- BREABIERKRE  TTEZHABNERITEHN : Debian ~ Ubuntu »~ Fedora » CentOS -
OpenSUSE..Z - IREA KRGS - ERE LEZERNER - B0LE :

o ARREIRRE LSRG - MBS - BKE - B4R AP - BEEH - SRHERK -
o WMAANBEXE LA . MEER Ubuntu MATE, Linux Mint %5 -
o MBERREIERER . KZSH Linux BITEHED -
«  F# : B Linux 2/EMS8 Android %4t -
TLinux ZXEZ73 - B/

SEZTARAR Linux : BBE2ZAH TIFAS - KNERKEZERNRERKLEHNER - F#
BHEMA—EFELT -  BHEGHMAESEEF  E2REEWREM ( KBEIZKEEE ) BERR
%A BHRERE - BEh% - BHMs :

- ZEEWFRRHHEENZOER(Kernel) : o2 GNU/Linux 2 GNU/Hurd
fE s EE) eI
o HEEIHEIEE
- FEZRABENE
o XZF7TH : BASH; CSH...
o REEE : X-window, xorg 5 wayland...
BT E : LXDE or XFCE or GNOME or KDE...
SR - BE - AREESEFEERTE
- BAZIKERAERN
o fafR&s4E : SSH, Apache2 or Nginx, MySQL or MariaDB...
SHERE  MAZEEHR - @K - 88 - &
JRAI EBR T RSN - REERZOWIE B RARTTE (ubuntu, red hat...%) - #E S ERMELY

WiTE - HMREFSHITEHCHEAR (SO BMRRE) - EACER AR USB KR - BLEESE
H(((EDE_I’ °

(@]

o
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ARTHBFAENBE Ubuntu Linux £ Canonical A B S H#EMNRTIR - ZENERAE—E
A28 53 PO Linux fE2E 345 - BB A Linux SOTXHE - 52004 B 10 OB BRITLUR - —BERE
75 -

EARRREHESHE Linux - TTEBBTHEESARN "RIE, BT - RAEHRIHE+EE
81 - RIS H0 Linux ST TEMETES ) MBI | LEABSE - B5 dmesg B— T AT
THE(dev/sdx) s - B mount IESEEEN - HtEM TIP ikt - BEBITE.., SWREFRE
BOIERTEEENRPEENE 1 - LERBE—H—Bo/ER  EESALEME -

SR TRE - Linux 2HAERE - SEOREREN | EEHO KDE REREREW ; HEW
GNOME #1753 7 R ; Ubuntu Unity SEI B2 — BB 50 ; TESEA0 LXQT & XFCE i f 2
R T S SBHEME < 5L Linux IRIFIEES - 25 @13 A 8 MS Windows, MacOS
FALT  ASBNRFAREEERM  BRREHEELNRHASYART - L H%EH
T EREH - IR AZEARSEMNTRFREEENET -
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= ~VirtualBox ™ % % LUbuntu 20. 04

KBEXE - £2EF 748 Ubuntu Linux 2% LXQT & 289 LUbuntu Linux - B 20.04 ZRI—H
#E[HEAH LXDE RSB IRIE - EXUAREA ZE LA LXQT - LXQT 2H# KDE —#%1 QT LR EFH M
B - FRILIEEMNERESRE KDE - BERIRI—1% - BEAKENGEE  BHERETEHFIERENRARE
BIAR - FITEHRZEERR - RESZRIEXTERSENEE -

-). T
+ VirtualBox
https://download.virtualbox.org/

«  LUbuntu 20.04 25148
http://ftp.tku.edu.tw/Linux/Lubuntu/releases/20.04.2/release/

(=). #®Virtualbox #7# LUbuntu # %%

N¢ Oracle VM VirtualBox S - O X
BEE ##EM SBEH)

TH
Jul
E UB2004 ' o e
O ERRER i XUBIS4
{EZEZRER: Ubunty (54-bit)
Yy xuBlso4 — [x] 2%
@ Sl U= %%Egrﬁﬁ% 4096 MB X[]B]Sm
FH3E: 4
BHHEIERR:  &oik, JvOR, 1EEE
TE: VT-w/AMD-V, B3 H, PAEMNK,
KW =EEEHE
N #Ew

HFACIERE: 16 MB
i VMEVGA
Eﬂﬁu%ﬁﬁlﬁﬁﬁ: =/

A 1=

e FHBEE

475 IDE

IDE Secondary Master:  [FERRH] 22649
PS8, Sh T A
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Bumsda

EIBTERRSR

AR RN I e BRI B - ASEEE
EE Py FE RER - RIERETRSERE
VirtnalBox B » LUZSHEETEN -

EFE: [LUB2004) |
b Sy e CilJsers\whmsiWirtnalBox Vids ~ |

HFR(T): | Linue - W

KA | Ubuntn (64-bit)

HFHEHRE) B

REVEE R EEHESTCIEE R RAM) - B ME -
HEEATEOIERE A 1024ME -

v 3072 ] MB
4ME 16334 MB

LT

HE R

AOEMTE E A A ERRERR D AR o AILRI ARSI
L FRR—EskE SR E RS R -

NRFREE SRR IS E T « TTLRSAIE - dWEHss
HEITEREITREMATE -
ERIFIRAY AR 10.00 GB -
O Tl A SR D)
@ IAMEIIEFRERR O
O HREEEEEESEEW
UB2004,vdi (S5, 40,00 GB)

TR RR

RS EEE RS S ERVEERL - WRTRERTREE
BRbE - ERILUR e T 2 -

@ VDI (VirtualBox BEREARIE)

(O VHD (ERHEE)
O VMDK (EIEHESRE)

EEERE HH

« BuEEE®R

FREEETEE Rk

ERIEMEEEINE ESEREHRAERE GO - s
BEERAN AR -

S MATTETHEN HIEE S I E SRR (ERERH
BIEA/) - BETRIERBRET EBRE g -

gggdﬁii%ﬁ?f%@%ié&ﬁ#%ttﬁ&&ﬁﬁ#?sﬁi%ﬁ * {HiEE R

® FHiESE O
O BEFERNE

A

« BUESER

TEFRALETTAN

FETELL TRV SR A ST BRI EA 2T - SE— T EReEER
LUBERIrE AT TR -

|ciUsers\whmyiWirtnalBox VMsLUB2004\LUB2004, vdi | &

BIZERRERAA (B MB DTS BN - BEANERERTE
BT AT R AR E SR EARS -

v 40,00 GE
400 MB 2.00 TB
a7 ETE




P. 15

W Oracle VM VirtualBox EE8
BEER #EM RBH

S

™ UB2004
TR

IH

@. XUB1804
g © CaEEs
e

=W LUB2004 L
o H=

o L
5 ] L
L .

5 .

Mg FES) EE 88

: LUE2004
=& Ubunty 64-bin)
8] 2=
EETiEE: w72 MB
BRISIERF: &R, R, Wi

VT-x/aMD-V, BEAE, KVM

=ik
o ZEw
HEECIEES: 16 MB
ERESIRE: VMIVGA
EnhEEA ks =H
HREL =H
) wFmEs
$ehi28: IDE

IDE Secondary Master: [FEIR138] T2/
S D8, oon T i

LUB2004

) LUB2004 -

HIRAHE
FHEERE)

EE

FERREED):

5

=111

i

Rlge: -
Fol -
wE: -
FrpOEl: -

?
IDE Secondary Master -
(] EMesF CDDVDL)
Y




P.16

N¢ Oracle Vi Virtual @ LUB2004 - = ? X

BEF) BBM) M

W | femoew |

&%& TH B = RS B
] o 4N 15138 IDE
W ==

UB2004 3
O=HRR ) shmm A maisesata =

i HE, -
P XUB1804 @3 &S @) Luz2oos o L HESEESOEREE
LR

ﬂ e & -

frmnE: -

=2 Jeshe - b
-9 Lusooos | £ moum
ly) B k

[ | mm

W EEEEEEE X
T % T8> THE v | O L EETEH

HEEE ~ HiEERIK = O @
O01TEREF ~ =B
002ERE vEE M)
003EARS lubuntu-20.04@-desktop-amd64
HomePict
Photos
FEEED
=

ENERESHEE -

@ OneDrive

W R
DR
¥ T&

[ pyrs v < >

BESBN) | v| |PrEEELEE (dmg fcue* v

| a0 | ms




P17

&) LUB2004 - ? X

—# A

£ i FHEEE Bt

f';> o422, [DE FEREHEET):  IDE Secondary Master 7@
© lubuntu-20.04. 1-desktop-amdfid is... [ ] BlE% CD/DVDL)

o FHEE || M 55 caTA &l

2] LUB2004.wdi

| N
e

o

£

BlaE. AL

Fosh: 1LBEGE

el WE: CWserswhmw\Downloadslubuntu-20---
Fn®): -

€
it
%

TH® PN
8

N¢ Oracle VM VirtualBox S5 - d X
TBEE) #EM) F=IBH)
- N A
WEWN MEES BE EEm
o

58P UB2004

) ERIAER EFE: LUB2004
{EEZER: Ubuntu G4-bit)

XUBISOA & R

SCE ERETIEAE: 2072 MB

LUB2004

o — BORBIERT: &0k, JLRl, IFRE
@ Treoe — DOiE: VT-/AMD-V, B8, KVM
(O = HERHE

m =5

TREETIERS: 16 ME
BT |RE: VMSVGA
iBnEmEA R =

FRE: =

b wBRERE

EfIE: IDE

IDE Secondary Master:  [FGREHEE] lubuntu-20.04. 1 -desktop-amd6d.iso (1.66 GBI
IS8, A T A

DCo




(=).

LUbuntu Linux % %

P18

N¢ Oracle VM VirtualBox 25
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8 HE SN ERRAEFENFEIR

40.0 GiB

@ Ubuntu
40.0 GiB ext4

Bal -

2%

FIMEARRIE - | VBOX HARDDISK I ERI#AZER (MBR) (/dev/sda) ~
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(= ). LUbuntu Linux % %3 &

ZERTBVAREPNESR - WEE vim & SSH HEESERE - WKEIE—T  #2RNEEHE
finEBhkiElmELR - EEIL VirtualBox ERAFIAL "B, B WREZ—EEEIPATE -

QTerminal #& 1

yh@lub2004: ~

BE(F) EA) \EE) BRV  EBH)
yh@lub2004: ~

lvh@lub2004: ~5

S % BlueDevil FELIEE
% BlueDevil EE

> @ Discover

> ha Htop
e WEEREL KDE Rt BIEEER
*e RIFRE , M Muon EfEES
BAA2 LXQt +- QTerminal !
y = QTerminal drop d¢ terminal emulator
artup Disk Creator

® RBiF
@ Lock screen

+ B ¢ = yh@lub2004: ~

AR REIERAR BN EHIAE - WALEBCOEATE W ssh- geany BNiReE:S - §H
WAES  DINEREEREERG -

yh@ubuntu:~$ sudo su

[sudo] password for yh:
root@ubuntu:/home/yh# apt update
root@ubuntu:/home/yh# apt upgrade

root@ubuntu:/home/yh# apt install ssh net-tools geany locate fcitx-table-cangjie3
fcitx-chewing unzip

BHMFEGREAENHER - AIEREHNTER - TN VirtualBox BE—HREIAX - DIESE
BERRY LE B ERIREME - REKRE -
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EE AR ERET
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LUB2004
o T

LUB2004 5
) CRIFER

- RSB

ﬂ..ﬂf TH .
u EW wEE BE AT
P UB2004 - . L0
f & ERFER 27 () LUB2004 - 8%
7
XUBI04 .-z ‘ T
ik i = & =« MEEL | AEE2  AEE? AEES
EFEEREFE)

= |

FIOEI(a): (IR E+

ZIBAW: Realtsk PCle GOE Family Controlle
R

D

O
2. FHER T EREEE IP il
e Network Connections - 0 X
Name Last Used ~
~ Ethernet

Enable Networking
Enable Wi-Fi

W | ) W

Enable notifications

@ Connection information
@ Debug information

' WIfi - request scan

Edit connections...

@ About
2] Quit

Wired connection 1

2 minutes ago
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e Editing Wired connection 1 - 0 %

Connection name ired connection

General Ethernet 802.1X Security DCB Proxy IPv4 Settings IPvé Settings

e ———
Method | Manual hd
Addresses
Address Netmask Gateway Add
172.16.230.55 24 172.16.230.254
Delete

DNS servers | 168.92.1.1, 8.8.8.8
Search domains
DHCP clientID
Require IPv4 addressing for this connection to complete

Routes...

Cancel Save

EMMEBRTUERMKREE | TlRBER

Active connection(s)

B I 45

[ wired connection 1

Wi-Fi nebwork(s)

Known connection(s)

= Wired connection 1
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Active connection(s)

Wi-Fi network(s)
Known connection(s)

=4 ILE 55 T AR

« Wired connection 1

RZREEAUMESE- THBREEE LR (GCEREILLEK net-tools EX)

yh@ubuntu:~$ sudo su

[sudo] password for yh:
root@ubuntu:/home/yh# 1ifconfig
root@ubuntu:/home/yh# ping 168.95.1.1

root@ubuntu:/home/yh# nslookup www.tn.edu.tw




P31

z ~ Ubuntu Linux ¢ 3
(- ). Linuxds 4

1. 8=

BT EHEREASKEEN —RBXFIER  HMAYLUATo;mLERERMRFEEES - ol
EHEM - REMKIERA - FREKS - BFES Linux WAIAEEE - O LIBESKTMN - FIUA
L AEZE Linux EFAEEFRNE -

EBEE N  Z2ERE AW RTTRZRE - ZE Windows NEZREIERHS N e RIFEMRK -
EZo A PieTTy TH - ITR4EFBWIES

JKIE#E: asciiquarium

INKE: sl

2. EIHEES root #E[RIES

5L AR Ei 51 05 BERR
sudo PIRERERBE, | sudo su B3 root # PRI =7 B A1 B §%
u
EV1S root # R sudo -1i HEV4E root %R E /root [& ~
DL 75 22305
su RS0 su -1 A root Z2H51&, IR root, WAV EIRIE

Ubuntu £EIRFERAE % root R ETAIZAE - FTLAFE ubuntu linux €& NFEE& RBEA "sudo . 15
SR root By - BERIFTER "su, - BBEMNBELAE root REBB AT (BEAE) - HEW
T

user@ubuntu:~$ sudo -i
root@ubuntu:~# passwd

Enter password:

Enter password again:

7t : St sudo # % root - BT passwd I8 SR ERN ( passwd BEABEEOFEMERESD ) -

3. Hit’X=EIR

A. ZF TAB #

SEABERCEEINIEEFEEEAR RMBESITLEZEFE - K - JMURBIT R
E= - 5% "Tab, 2 - HREE  TEBILTERE <  EREE - SILEMERE - CHZ—ME
FH - FEABEE  BE—R "Tab, - BIo/ERREmESH@A -



B. MS Windows & Linux i§$ 2882

Linux ¥ [ BH#%] RUFRET AL MS Windows BE - BELLRWM T :
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tE 8 I8 B Linux WIN #5572
sz | . Win: copy c:\home\*.* c:\home2\
HERIE T A ' Linux: cp -rf /home/* /home2
EEEFHIT nvu |./nvu nvu Linux —EZMm (/) KERZBUERIPTEB ST
* exe
. FER ki
AT, 'R | o Linux— &R
|==] = *'b t B> X
Ax R . @ ' Windows— &l&E
.msi
(2). Angrfs
1. FEAE
5= 5 AR & {51 B RERR
shutdown |FE#% shutdown -h now Y7 BNREE
reboot B reboot Eoe
2. B ARHKEM
=4 5 AH &5l &0 {51 BZ 5
Isb_release | AL EBITEMN R |Isb_release -a Y H B TEMHRAE
_ IR TE hostname , X
| A7 ’
hostname |3 FH#ZTE hostname lete T hosts B hostname
cat FIHEREAS cat /proc/cpuinfo HIH CPU A
uname HlH Kernel fkA  |uname -a 54 Kernel 4HH
dmesg B s 7 g dmesg |grep eth B AR AEE R
TR - M5 dmesg |grep sda Bl g AR i g A AR RE RN R
3. iclBREBEHITPER
g sRAA & 51 5 ARRR
free |ECIREEME free
top wELERBAZERX  top "q" REEER
htop |S—ERINERET htop BERANLZER

ps WMENTPRET

root@ubuntu:~# ps aux | grep firefox
user 7643 0.0 0.0 4088 620 ?.../firefox

it 7643 EfE pid H

kill DT

kill -9 7643 samldh 1E firefox(7643)#.1T
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4. 1RREIE

=4 #EA el S BIARR
adduser |FrigiRsRE adduser myname #7118 myname S1{E1RSE
F=AVAEPNCE=] cd /home/myname
mkdir public_htm| EXR B #E 211 public_html
chown myname.myname TG HE %A 2 (2] myname
public_html
userdel | fIBRIRSR userdel -r myname fiIBR myname KEZK H #%#
w EEAPHERE  |w HE AWM AT E
passwd |EEECEN passwd SEHABAZNER
B E R ABHE passwd myname £ myname FIZHS
(2). g
1. IR EEMEEAES
=4 RER CHegpl] B PIRRR
parted |fERED El parted BN BB MESBRE
df BRI - - - -
_ Bl fvar FE—EERIZIA)
d BRERKA/N  du--max-depth=1
- g U -max-depth=1 /var Bt B E LA MB

2. ZFEWERE T

MERIFERFEERBIUAITF FAT K NTFS WM& - oJ 2% Linux 2 2B XRFEG - BERNA
Ext3, Ext4 - [EEFT—RELA XFS, UFS & - SIMNER T EMBEA/NK LVM & - HR ILZEEBIER -
RRERNZ—BREAWR - MELRRE—TNE%8 - BEEEB1T Google —'F -

(2). HE/THREFZ

1. ERSNE - BRRECEATHNES

HE "Efi3k, B THER, BFE - "TERRUE, B TR PATH,) B% - EERAESABEH
BYHHBRER - —RMNS  EMRFEARILERER TERK, 3 "TERNRUE ) EER
)&+ £ Unix Like fEERRMRMRGER " BE L & "B BUFDA © £ Linux T - I U] B 48 I 7%
® H "cd) EEBEIKRIVRIFERE -
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A. HHEEEE
MHERERERE "X~ /@by U0 - Bl #E /home/user B3Z] /home

user@ubuntu:~$ sudo su

root@ubuntu:/home/user# cd ..

root@ubuntu:/home#

#tAA : sudo su YAk root 101 - {1TE /home/user HEERET - A ".. 1 A E—E " /home .
. Tcd .o BTEARMH

cd ..o BRI E—/E

B. BH IR
BEBEZEE (E5EO0E  BEEBIEEMNE @ F X B (/root ) Bl /var/www/

root@ubuntu:/home# cd /var/www

root@ubuntu: /var/www#

C. XBHix

ZEFZREREZABWIAR LEERNK - B Linux EHERRHZAECHREE - MEARRE
R AR "RE ) AIARBBSEANERNEE - BAKEHEREECH "XEE, KR
AR T~

- MIBEAZGE  ERIEFEXRBHE

user@ubuntu:~$ pwd
/home/user

T pwd EESEHBAUE - BIRMEEXRERL - BROLZASEL " ~$, RET
s MRUVMEXBEEHE  RE@HA "cd) BHAZHFNSE  EARZELXBE#HE - LUNEBRE
root 515 - B "root X 4 B4

user@ubuntu:~$ sudo su

root@ubuntu:/home/user# cd
root@ubuntu:~#

- HEDLHFEEZHRN  RBEATNAE "cdy ME - EEUIA root WE root REH - RE

‘user@ubuntu:~$ sudo -1

2. 125 - ERIRER

T Tls-l 1 1ES  SIHZERNKREFMBAEZRNFMAER - 4l
drwxr-sr-x 2 root staff 4096 2014-12-19 17:10 Desktop

drwxr-xr-x 5 root root 4096 2014-09-30 01:57 GNUstep
drwxr-xr-x 2 root root 4096 2014-09-30 01:57 tmp

MR - HEAB "drwxr-xr-x o BEXF
- d— Hix

A

o r— :EHUE
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e w— BAR
o X — BTN (FTE) 30 (HXE) )
« MRUEIR " -, KEZMNEEEINEER
ik EBl : " Desktop 1 EERIK - 2 "root. BEIAR - BFE "staff, SEEHE - M :
« Troot , EEIATIL "B | BA | #8174
o A Tstaff, EFANERZT RO "EH | | BT
o HAMMATIN "FEHL| | BT
B ERBIF - BAMAFRER =R rwx 03 -
s B—R - "AERERE AURTES
© BR - THEAEEHEAERFHEOA L LU ES
« B=R - "THiA L oJBURTES

AU R - MRS LR EEEES

EZ Bl &5 43 &0 5l R AR
Eb
) chmod -R 777 TEA/IVar/www/upload ESZFE}EEE)\E
chmod | EE =R OJzEE rwxrwxrwx (-R KERZFH
/var/www/upload
#%)
chown name.mail i RS
chown |[WEEZHERSE W ) ! ?En/var/man/\r?ame E.Q& *E
/var/mail/name 1§3% name; 548 mail
drwxr-sr-x 2 root staff 4096 2004-12-19 17:10 Desktop
1
chmod chown
3. IERESE
EZ 2T RA &5 45 IR R
updated o P & o
b EMERBEEENE - - BZHE locate EHEAZ2 A ULTNEE

locate |BEEEIES

Hﬂﬂ}

locate rsync SHMMBEZ "rsync, BMFENESR

Aot

whereis ESIEEESZ

IHIJ]-

whereis apahce.log |# i apache.log &

4. BERERIKIRE

5% |;A Ea ]l EBIERER

cd BMERKME | cd /etc/apache2/confd tIRE /etc/apache2/conf.d
cp -rf /mnt/sdbl/home/* #®% sdbl/home FTERKE

¢ sRHIEEERE’ |/home /home

cp -r

P a EREERS T - ) WS
cp -rf./-ok.doc /home/user

(ERAR/MSE)
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REBIREHEIRE -rf t/sdbl/h *

cp -rfp ﬁf‘ R cp rip /mnt/sdbl/home/ B TREEERR
' /home
In-s |EURTERE In -s /var/www/web /root/web |#E root 17 /var/www/web BRI
Is FIHHEEZE  |ls /var/www S fvar/www [E FETB1EZR
B ZREFAE
s - fj TSRS IS C Y ol L=
I NEE R

tree = tree -L 2 PR YT AR E R DN 8 R A [

Z it [E
mkdir |EI7ERK mkdir /mnt/sdf 17 /mnt/sdf EEE R

## sdbl/home FERIIRE
mv iz mv /mnt/sdbl/home/* /home
/home
d.conf
mv = my named.con # named.conf EFrm A
named.conf.bak

pwd |FIHBERIFATE | pwd S BRI ER KNS 7 BE R
rm -f | REIMBREZR | rm -f /root/mytest.txt iR mytest.txt
rm -rf | & HIIER B #% rm -rf /var/lib/amavis/clamav-* | fllf} clamav-FEERFIEERK

EHE RN | scp -r /var/www/* root@example.com:/var/www
. (2ERIK) B /var/www EEE] example.com fJ /var/www [§ T
touch |EIIZE1E touch /root/newtest.log #2817 newtest.log ZE1E

wget https://example.com/download/abc.txt
t Int t NE

wget B Internet T £ example.com A https BB EM abc.txt 13

5. AN 15 (RO e e, iR E1E... F)IRIE

B< | el B PIRRR

cat FILHEZRFFAAS  |catapache2.log HH apache2 FCE#EIE

cat > |ABEEME cat /dev/null > /root/nobody |3 nobody A& EZE

tail HHHERE 10 TTAS  |tail apache.log At apache.log #Ig1 10 TAS

tail -45 |FILHHEE 45 TTAZA  |tail -45 apache.log St apache.log 1% 45 TTAR

' 5 _|tail -90 apache.log > 1 apache.log & 90 ITE A

tail > | EEEANDEEMIE
/root/a2.log a2.log

grep | RBIEEET tail -100 apache.log |grep HHE 116.12.22.59 FEMEC
116.12.22.59 #%, L 100 17 =0R
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6. EXEMmIE

B<  |ERER Rl S BIRRR

tar 258 tar czvf /root/www.tgz /var/www H# /var/www B £ /root/www.tgz

tar xzvf www.tar.gz f% tar.gz 18TV B4R 1S
tar xjvf www.tar.bz2 fiZ tar, bzip2 1N EBRHEE

zip zip 8B4 |zip /root/www.zip /var/www 1 /var/www B Z /root/www.zip

unzip |8 zip 880  |unzip www.zip A& www.zip
(I). #RET
1. A=EME

=4 AR g0 RN
ifconfig FEREMF ifconfig 1R & H AT RAR AR
ifconfig ethO up FYE) ethO 48F
ifconfig ethO down AR ethO A3
& /etc/network/interfaces & E B/

if FEIEERS ifup eth0

P e 8 eth0 48-€

ifdown ElEEERS ifdown ethO =IEEF eth0 8k

route BF / ®/EWH |route BEHRIH gateway 2 EE
2. A EIA AR

=4 28 Rl S PIRRR
tcpdump |-t tcpdump -t ARG
-n tcpdump -n A ERAT EHRRE(ED L P fz3lt)

not port |tcpdump -t -n not port 22
port |Hepatmp P B " REDIPV6 FE 22 BagEE

and ip6
-i tcpdump -i eth0 BEHT ethO A<
udp tcpdump -t -n upd [R5 UDP &
tcp tcpdump -t -n tcp 231 TCP &
tcp tcpdump -t -n arp 231 ARP 6
port tcpdump port 53 5 tcp, upd 53 38
broadcas i
. tcpdump -t -nip broadcast |3l IPv4 EiEE €
multicast/tcpdump -t -nip multicast |3 IPv4 ZEEREE

tcptrack |- tcptrack -i ethO BNREEATR B AT ethO ABESERAR T
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3. @iE

A. FIEARRR

BX 28 6T Epl) s
netstat -n netstat -n IPPort L &1F B~
| netstat -nl FgIF 3 Listening R HIBE
-p netstat -nlp BmanTiEXNRZREPIDE
-t netstat -nltp 15 TCP @B
-u netstat -nlup 1#5] UDP @&
-a netstat -tna BB TCP 3 &RAR T
-C netstat -tna -c 3 BIRS TCP 3E&R AN, B=MEH—R

B. EimHH

RINBEATESHINAERER  BEFREIIMEERETNEEZRERS —EHNENTS - URHH
R A %% Firewall/IDS/IPS/UTM E— VB L HE - D EEERMAY IP Address HIZFERK - BH
AR AZSHESEERAABEERA - #H8 OS ~ BHUERER - BB Y BEREENE - EmiE
HUBEREFEA -

= = Ea )

nmap |-sP  |nmap -sP 192.168.0.0/24 |#F#i 192.168.0.0/24 AIER3ELR E AN

-sS  |nmap -s$192.168.0.1 B FIRM 192.168.0.1, LU 75 B K&

-sA |nmap -sA 192.168.0.1 £ F ACK £ 8237 192.168.0.1, LRI 75 B K A
-PO |nmap -sS-P0192.168.0.1 | AFEZEL ping HH

-sU |nmap -sU 192.168.0.1 15 UPD 1BAR 8

-O  |nmap-0192.168.0.1 BREFTIFEZRR

-p |nmap-p80192.168.0.1 |RERFEEME

-p  |nmap -p 22,25
192.168.0.1

-p  |nmap -p 22-443
192.168.0.1

[&E 22 & 25 1B2FHRBUIRER

& 22 3| 443 1BFRURER

(). tednm

Ubuntu Linux &R Debian FrfE & MmaL - FAILIZEEHEEREE T HE debian —1% -
R Ubuntu 27 —BEIFER "EEEHD -
. EURIRERE
/etc/apt/sources.list
/etc/apt/sources.listd ERRAFMARERE
KE—BEBPEN - SfRAZTX  —EEZEMBEANSR : apt update

Hitk
\]
=
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. MEREHEWITEM deb & ( EI1EE deb )
- EXREETE: dpkg
ol "EB/ZE/Bk, EY - BESEANRMREE (FEEMBEIMKRTEEGR ) - PELER
- EMEEETHE: apt
TEHEREGRRUERE  CHREMRHNEY  BSEEEHE
=54 Gl Eeh | S PIERER
dpkg deb#&& |dpkg -iabc.deb Z%B17 M &R abc.deb
i dpkg - NHPBCLEREN
dpkg -l [grep php7 KA php7 BMDFEM deb E
(&
dpkg -l php7 Ht php7 deb 1E&E:
dpkg -L php7 Bt php7 package A2 125!
=
dpkg -S libntfs.s0.10 1S libntfs.so B BBE deb 18
dpkg -rinkscape filBR inkscape &t58
dpkg -P inkscape filER inkscape BXAE K E & EE
dpkg-reconfigure | Effz8E dpkg—recon‘ﬂgure 23 phpmyadmin 4
phpmyadmin
apt EXEIE | apt-cache search php7 R php7 FENEH
apt update BEEESB
apt upgrade AR
aptinstall s| Z& 5| RERBEES
apt remove sl %R sl EH

(=), #BIRBFE

(—). G AR 2R RY B & 32 systemd

o

=4 Gt
systemctl start apache2 B &) apache2 EIARES
systemctl stop apache?2 B8R apache2 fElAkzs
systemctl restart apache?2 EXRE) apache2
systemctl reload apache2 EHEA apache2 R EE
systemctl status apache2 apache2 #1780

systemctl enable apache?2

Fi%EERE apache2

systemctl disable apache?2

HUH apache2 ROFEHRIED
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(Z).DNS &8
1. DIG &<
=g 2% I KRR
dig dig @163.26.1.26 dces.tn.edu.tw
@163.26.200.1 N
@ 163.26.1.26 7R dces.tn.edu.tw BY4F3LE
dig @163.26.1.26 dces.tn.edu.tw AAAA
AAAA N
&3 dces.tn.edu.tw IPv6 izt
MX dig @163.26.1.26 mail.tn.edu.tw MX
B xxx@mail.tn.edutw WEGHZLETIRE
NS dig @168.95.1.1 dces.tn.edu.tw NS
o #EEES DNS &358 dees.tn.edu.tw ZTEEIARZSAREE
dig @168.95.1.1 -x 163.26.182.1
-X
@ 168.95.1.1.&5 163.26.182.1 AUAIRE I #2182 #2)
dig @163.26.1.1 -x 2001:288:75a6::1
-X
@ 163.26.1.1 &7 2001:288:75a6::1 K 2
2. Hitig<
Ei=4 Bl 5l EBIRRER
nslookup B IE&E(IPv4) nslookup dces.tn.edutw  |EFEAME/) IP firtlt
. host dces.tn.edu.tw. @ 168.95.1.1 &5 DCES
host B IEx AR . ,
168.95.1.1 #F : hosthame B#—& &M "."
(=). WWW+MySQL
1. WWW
=4 ZAB #51 O EER
etc/init.d Apache?2 123 | /etc/init.d/apache2
fetc/init.d/ P /etc/initd/ap SHHARER
apache2 reload
a2enmod RIENHE AR a2enmod userdir RIENE A A EEH
a2dismod =FR&EA a2dismod userdir FEEA B A EEH
densit BRI A sensite sl /etc/apache2/sites-avaliable/
aZensite WA ER a2ensite ss
- MAEEREFHNILARERE
2. MariaDB
BES il ekl PR
/etc/init.d/mysqgl  |MySQL #=l28 /etc/init.d/mysql restart | EF#REIE) MySQL AR5
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mysqladmin #z% MySQL root Z 4 |mysgladmin -u root password "newpwd"
myisamchk ISAM B ERIZRIEE |myisamchk -r -q --set-character-set=charset
=&c MySQL B9 A. #17 /root/mysgl-init, ABEWF

root 245 SET PASSWORD FOR 'root'@'localhost' = PASSWORD(‘MyNewPwd');

B. root@dns:~# mysqld_safe --init-file=~/mysql-init &

C. filBR /root/mysql-init

#2137 MySQL USER |GRANT SELECT,INSERT,UPDATE,DELETE,CREATE,DROP
(A SQL &%) ON dbname.*

TO 'user'@'localhost'

IDENTIFIED BY 'user_pwd’;

(M), B2 3%IB1EAS-* R THB*

EHMER SSH 2B FERIRKERE - EERAAEX FRERRIEUHEE ZREES LR
® - EASEEMBAARNFEERS Vim & Nano EME - Vim BEH K PE2 WEE - 834K
BIEEEO M " XFREET ) B TR MEln - BINLERSH TRER, BB T HEA
FIER LYW LR, SE - M Nano B EE "HESE,  ATAMERENREA -

1. Vim #RiE=3

I8

A.Vim "@<5l, ERAE " XFHEE, EX

Vim RERSVIBESZANEERE | "EEBNHEIMBAXE - BNRKELRT? 0 - BEE
LHEDHMERTN  ERMZTARE i) OFEEEA) - "ol (EA—TT) Ta, (FEEZERE
A) - EATXFMHREED - Ao RBREA/MERSE  MESEE MR T--48A -1 -

NFHARL

o FOERBENIEE
« PageUp/PageDw/Home/End ) EizigthEEAHEHZBNENE -
- BEDRRBBHIFE -
o ) "R, ;0 "Esc.
ML AR
o HEBMABRMZEscREMLE " : 185, IRUHE
T71E - BiRE - SH/B1 - BB N ER/ A ENERY T, FBRIF -

B. X /home/yh KB #IE T .vimrc 4REE5 51

KB NEEMY Vim KIEBHATHANBEERER - MME N REARBERTIRILAE/) Tab #&HER0EE
BE - B2 vimrc s vim WEARERTEE - E2EFMA vim 2KEEBIE |
a. ERIRE NES "Tvi/BRE/MER 1 DUEY vimrc 182

‘ yh@ubuntu~$ vi .vimrc




b.#2 " i, EAXFHEEI - BALUT =35
set nu: B/RTTHE - A FNEPRY 1,23 EHF
set ai: #% Enter Bk1THR O] URATTAI B B EN 4R HF
set tabstop=4: #7 tab F%&Bk 4 7T - FRERE 8 FIT

= yh@lubuntul604: ~ - o x

EXE(F) EE(E) ZFE(T) =HREAH)
set nu

set ai

set tabstop=4]]

(I I R R A (|

- BA -- 3,14 e
7 EANFHRERT

= yh@lubuntul604: ~ - o x

E=R(F) HRE(E) TE(M REAMH)

set nu

set ai

set tabstop=4

Py oror

:wafl
% Esc ORI AEL - B ES "wql BRERRE
~  yh@lubuntul604: ~ - o =
EER(F) #RBE(E) ZFE(T) =HHEAH)
1 Bet nu
2 set ai

3 set tabstop=4

Y S O S O [ (R |

.vimrc" 3L, 28C 1,1 I

% J1T5%
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o & A vi RIENREERARRZ root - FILTE root BIEECHY vimre - FRlIEZERME

vimrc 83| /root [€ 1 &% root M ERIMR -

//2B root 1BILEB#E /home/yh E{EHE
yh@ubuntu:~$ sudo su
[sudo] password for yh:

// T /home/yh/.vimrc, €22 T /root, EF
root@ubuntu:/home/yh# cp .vimrc /root
root@ubuntu:/home/yh# 1s -la /root

et 87

:l-)ash_history
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.bashrc
.viminfo
.vimrc

C.Vim fig%%&

mRIRNTILL 718 - BEFE - SH/BN - BT /ER/ME - BRE - 2RIRGAMH

me ThEERZRER
‘W =1E
‘wq FIEEHR
:q! 568 7l ik 7P
wq! sl F AL BB (B R AL IERE, 1BLL root B, hAERHIRA)
/B =%
q ST

(A " /& ) REE—RETENEE - o/Bi% [ n ] EEXK)

Ys/EFE/MFH/g B (MRFEPE"/FR - EMBREFRE\"-"V")
dd BISN(OIEMEF - M. "5dd — MR 550,)
yy BB EFH(IBMEF - W : "Syy — copy 55, )
P Bt E(OM4E dd K yy ISR FERS )
u EBIR(OIBMEF - M. "5u— B[RRI S BEE, )

af c MEmSANBYUEAE—R

2. Nano X F 433

HMERES "nano /BE/1ERE L RFEMIEIAY vimre 55 nano RURDA

‘yh@ubuntu~$ nano .vimrc

BEALUTAS
set nu
set ai

set tabstop=4

% TCtrl + O, HE
2 TCtrl + X 4 8458
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—EAREESHMFEILERA@HE - Home, End, PageUp, PageDown S IR1EXXH - BIRIE TFT
RME S INAEREITE A (Ctrl+0; Write Out) ~ S REEREEE - EEEAZIMWINAEHRN TR

N

ThEERRR THEE#
e Alt+6

LS Ctrl+K
il Ctrl+U
=% Ctrl+W
MBS Alt+W
BR (NRFEPE "/ /R - EMBREGSRE "\" ="V ") | Ctrl+\

BRERMELCUEHES YR E  BEHEENtab R4 = B vim FRERM—1x - FTld
TEEEXBRE NS ".nanorc, RERATT - /E) AT .

A. 553 /usr/share/nano & T R —EFHE AKX BE#E FH .nanorc
£ /usr/share/nano [E F BRZ SR B ENER - ABILL shell AR
‘yh@ubuntu~$ cp /usr/share/nano/sh.nanorc ./nanorc
B. #REEX B /K FHY .nanorc - BEEENM LU T2E
set mouse : X 1B B BB ENFIT
set autoindent : B Eh4&EHE
set tabsize 4 : 1% tab Bk 4 =T
set const : IR/RE ALFIREPIEERIIT IR

‘yh@ubuntu~$ nano .nanorc

GNU nano 2.5.3 fF=F: .nanorc

(=

#color red "&[n;[[:space:]]]*;"

## Trailing whitespace
color ,green "[[:space:]]+$"
set

set
set 4
set

4-27 £ .nanorc [& NN EBFI2#
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C. WERIFAERAIERE F nano RIEU R EER AR root - PTLUE .nanorc #2444 root FANE!

//Y 6% root 1BILEETE /home/yh #=f&H#E
yh@ubuntu:~$ sudo su
[sudo] password for yh:

// # /home/yh/.nanorc #£%%| /root &K
root@ubuntu: /home/yh# cp .nanorc /root

(4). 1 vt gam

1. 2B TIFHERE

Ubuntu Linux & FZrHEEE TR "Crontab, - BOLUERE "5 , NSBEN - KT
REZKWEL - bW - B RENEIE "Logrotate s - BIE MEEZEBAEM AN " EHEE
1 BB T oME-REERHEN awstats (FFREFEHR ) F -

SONBEREBR RN —EBERGREIEIEN "anacron, - BRZES 7TETHRE 24 /N - ABEETILL
BIMERRABRMOHE - ARERERGTNEFZZEIN  BEAEAFTBHEICUEE MBS
BMZENEAREASAEINE  EXALE SEHRABRERTE - BEABRTERE—T - Al - 2
FMZ 5T awstats MERCEE D TER - BERIFE /etc/crond E— N E2EEBEHBNRER -

8

2.root SF 2 TEHETR

BR 7R ESLZHNED N - EEBF —EFRSERNVIIEHRE - LIS root 51 - 2K
ZHEEIR "HRE ) - BRAURE root oM "sudo crontab -e § IEREEE root ®RELEHE

2 o

A. F sudo £—Xi# A crontab -e {RIEIS - BEEXFIRIEEE

user@ubuntu:~$ sudo -i
[sudo] password for user:
root@ubuntu:~# crontab -e

no crontab for root - using an empty one

Select an editor. To change later, run 'select-editor'.

1. /bin/ed

2. /bin/nano <--- easiest
3. /usr/bin/vim.basic

4. /usr/bin/vim.tiny

Choose 1-4 [2]:

K FTERR nano 2R4REE root B T 1EHFE
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B. BERE—TEARRBMISH T EHFE
Ctrl+O &7 : Ctrl+X BB - Bl : X 1% 0 24T —R ntpdate RIFEAEE M

‘0 1 * * * /Jusr/sbin/ntpdate time.stdtime.gov.tw

For example, you can run a backup of all your user accounts
at 5 a.m every week with:
© 5 * * 1 tar -zcf /var/backups/home.tgz /home/

For more information see the manual pages of crontab(5) and cron(8)

m h dom mon dow command
1 * * * Jusr/sbin/ntpdate time.stdtime.gov.tw

[o1E 3

W8 ciEh e write out [ s
R HERH " R =R BN i

BR1IBERBLEFRERA

i ol [ R NCEBEd et
Uncut Text{l PiTies [ PEs i

o TEHIEEEREN: "THRHEHABEIES.
- RKEBUL EE2EBRENSH - TL " L% UHMEFAEENER

AFIPH - B BEZE " * L WRMERBRAIT R -
. DERA

o T/, ZAl  HREBBRERE

o /. 2% KEBRE

Bl 1,6,11,..51, 56 BEMIT—REEMK " 1-56/5, - BB 1-56 "AE 5 H#IT—R -

o TFESWERBHIEE - fl : /usr/sbin/ntpdate

C. F#8%< " sudo crontab -1 , #&& root B T {EHETR

T EIE crontab -e FTBERINRA - REAFBLSIRNANBEERE—K - X@ERVHERN LEFESXR
B EIET FEBFE TR R AR SR B ARIER -
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(- ). Google force safesearch 2

ERMEERRENEHER
=B - BA—
F o BT XXX
EEMARHEETE

RHIREERRE - Google 1RHt—1& "

ZRHEMR "

ZEEF | S

DNS Server 2%

EEMBERL, WEE -
& 5 28 — EI}%%%EAE B 22 EMEH Google WE FEFINAE
U ERSHRZIAENE R - WANEESEROER - B2 B A -
AL BEREAREREC2RESMNHIELY -

EERIBUT -
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MmEAEARNER

: DM%E%%&E
ZEA

AF DNS Server
3l : 168.95.1.1

ESRXEL DNS Server
(38 google.com CNAME
% safesearch)

=)

www.google.com

B EMAUR -
ARz () :8.8.8.8) -

| ll s
é > &i
www.google.com

[B]Z& R google.com F1#

172.217.X.X

283 N0 DNS Server FIIEE

7 DNS

Ry ST BBt -

EZEHEIPA

— forcesafesearch.google.com

216.239.38.120

BEXRR  MEERANZER—
i - JSRIMZ forcesafesearch &8
SENE
HE

Z18 S www.google.com BIIMNIAIERS -

HHER -
ERBROILIBEBEHES

5 ERAG/EGAREZ&H DHCP Server BEjEUE
EERE LT DHCP Server 15 EE Fif DNS Server & "B AEE DNS Server

RERIINRK -
S RILFIER A DNS RPZ #1ifg -

& DNS Server -

% E hosts ZREITFEULHS]

=i

AESIVA

BREMBBEEE " www.google.com.tw |
=L A1) IPﬁith ' ﬁﬁKEJ?XEI’\J google.com #81lt - FILEBAER
BEWEIERE - 2K BN forsafesearch E&tas

- B R L+ ARAARNE R

$t DNS Server &3 - F IR

% forsafesearch.google.com Ai—&ZE# - DNS Response Policy Zones (RPZ ) 2—

ML Z1EH -

TEEIEE O] LITE DNS Server FERBEACEHRZEEREER - tEW -

= B4
=

H A48

EEREENER  XENHEE-HK
IP - PRI EETEZEIIFEES DNS Server & -

- MY EERS

Ro&HlH www.google.com B www.google.com.tw &% CNAME
SR
%5 E DNS B 5
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INRERE - EMARERARENERERE - BEEE - RAAREE www.google.com 2%
E# - LUN - TR 4AES DNS Server ZERBIE

1. Z3£ DNS Server E Bind9

%% sudo £ root 515 -

user@ubuntu~$ sudo -i

[sudo] password for user:

root@ubuntu:~#

BEM—NEH

root@ubuntu:~# apt update

root@ubuntu:~# apt upgrade

Z % Bind9 Ef

‘root@ubuntu:~# apt install bind9 bind9utils bind9-doc

2. DNS Server E4:87E
5/ apt Pi% 55t DNS EHRERAETRE /etc/bind BT - FMHZE /etc/bind E F3—MEZ -
SRWTGE: db.rpz IEFAE HIR) ¢

root@dns:/etc/bind# 1s

bind.keys db.Tocal named.conf.local.bak

db.0 named.conf named.conf.options db.127

db.rpz rndc.key zones.rfcl1918 db.255

named.conf.default-zones db.empty named.conf.local
HAURBEINEAFNE—EERERYT - SEOASU T - SURBRAXASERE LRI

/etc/bind/named.conf
RiED bind9 B kFSIA =R EENREE -

include "/etc/bind/named.conf.options";

include "/etc/bind/named.conf.local";

include "/etc/bind/named.conf.default-zones";




/etc/bind/named.conf.local

IEEEE rpz =518 zone MAARAS 8 - | file E—17H] - CNAME WIEETE db.rpz EEREE -
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zone "rpz"

{

type master;
file "/etc/bind/db.rpz";
allow-query {any;};

/etc/bind/named.conf.options

options {

//
//
//

//
//
//
//

//
//
//

//
//
//
//

//

directory "/var/cache/bind";

If there is a firewall between you and nameservers you want
to talk to, you may need to fix the firewall to allow multiple

ports to talk. See http://www.kb.cert.org/vuls/id/800113

If your ISP provided one or more IP addresses for stable
nameservers, you probably want to use them as forwarders.
Uncomment the following block, and insert the addresses replacing
the all-0's placeholder.
forwarders {

0.0.0.0;
};
If BIND logs error messages about the root key being expired,

you will need to update your keys. See https://www.isc.org/bind-keys

//dnssec-validation auto;

dnssec-validation no;

Tlisten-on-v6 { any; };
listen-on { any; };
//3E rpz WIERE - B4 forwarders 15EM dns server HiT

forwarders { 168.95.1.1; 8.8.8.8; };

BEREMARES

allow-query { any; };

response-policy { zone "rpz"; };
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/etc/bind/db.rpz
AEEELE bindd RAGEBES - ZBTER vi s nano BTRI - EAER - RREIHEE -
E/ K HZRR google.com AL #ETIER - FERBEXR - MEZAEMEBEIZRAY google AIFE -
A h 4B L2t 50 google AL ER 2 ENE!

$TTL 60
@ IN SOA Jocalhost. admin.localhost. (
2021081201 ; serial
43200 ; refresh
1800 ; retry
604800 ; expire
1200 ; Negative Caching
)
IN NS Tocalhost.
; google safe search
google.com IN CNAME forcesafesearch.google.com.
www . google.com IN CNAME forcesafesearch.google.com.
www . google.com. tw IN CNAME forcesafesearch.google.com.
google.com.tw IN CNAME forcesafesearch.google.com.
www.google.co.jp IN CNAME forcesafesearch.google.com.
google.co.jp IN CNAME forcesafesearch.google.com.

3. Bind9 %R EN ERI BN BB E

A.E#R(EN bind9

AREIZEE bind9 i - AFREZELKMEIAINGE - FIIENRER  TEEEEZENMMEITRER
HMEEE - UT2ERRMEFBE root IR NEE - BRESIEARIGHEERR  ER®BEL sudo-i &
root 515 -

‘root@ubuntu:~# systemct] restart bind9

B.F netstat E— TR EEIEIE 53 WU 7 B IRFS A IR RN ENR Th
Fi netstat IES&E— NEHRBIZR#A tcp & udp BERIE - ZEMNE named EEES - BHAEGHES
bindd BEFZMRHEEZERXS named . AL EBHIRLU TAERFHEMTHAE : "named E&
£ 172.16.252.129 K localhost 127.0.0.1 B9 tcp port 53 B25Eh |

root@ubuntu:~# netstat -nltup

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 0 172.16.252.129:53 0.0.0.0:* LISTEN 3830/named
tcp 0 0 127.0.0.1:53 0.0.0.0:* LISTEN 3830/named

tcp 0 0 127.0.0.53:53 0.0.0.0:% LISTEN 436/systemd-resolve
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tcp 0 0 127.0.0.1:953 0.0.0.0:%* LISTEN 3830/named
tcpb 0 0 fe80::3f00:68ed:e64f:53 :::* LISTEN 3830/named
tcp6 0 © 831353 5559 LISTEN 3830/named
tcp6 0 0 ::1:631 - LISTEN 1369/cupsd
tcpb 0 0 ::1:953 3889 LISTEN 3830/named
udp 0 0 172.16.252.129:53 0.0.0.0:%* 3830/named
udp 0 0 172.16.252.129:53 0.0.0.0:* 3830/named
udp 0 0 127.0.0.1:53 0.0.0.0:*% 3830/named
udp 0 0 127.0.0.1:53 0.0.0.0:%* 3830/named
udp 0 0 127.0.0.53:53 0.0.0.0:* 436/systemd-resolve
udp 0 0 0.0.0.0:5353 0.0.0.0:* 468/avahi-daemon: r
udp6 0 0 :::42789 5559 468/avahi-daemon: r
udp6 0 0 ::1:53 HE 3830/named
udp6 0 0 ::1:53 3830/named
C. &—F /var/log/syslog 1% 8 bind9 R ENBIEC iR
root@ubuntu:~# systemctl restart bind9
root@ubuntu:~# cat /var/log/syslog
Aug 12 18:33:14 dns named[4074]: automatic empty zone: B.E.F.IP6.ARPA
Aug 12 18:33:14 dns named[4074]: automatic empty zone: 8.B.D.0.1.0.0.2.IP6.ARPA
Aug 12 18:33:14 dns named[4074]: automatic empty zone: EMPTY.AS112.ARPA
Aug 12 18:33:14 dns named[4074]: automatic empty zone: HOME.ARPA
Aug 12 18:33:14 dns named[4074]: none:100: 'max-cache-size 90%' - setting to 1788vMB (out of
1987mB)
Aug 12 18:33:14 dns named[4074]: configuring command channel from '/etc/bind/rndc.key'
Aug 12 18:33:14 dns named[4074]: command channel listening on 127.0.0.1#953
Aug 12 18:33:14 dns named[4074]: configuring command channel from '/etc/bind/rndc.key'
Aug 12 18:33:14 dns named[4074]: command channel Tistening on ::1#953
Aug 12 18:33:14 dns named[4074]: managed-keys-zone: Toaded serial 3
Aug 12 18:33:14 dns named[4074]: zone 0.in-addr.arpa/IN: loaded serial 1
Aug 12 18:33:14 dns named[4074]: zone Tocalhost/IN: loaded serial 2
Aug 12 18:33:14 dns named[4074]: zone 127.in-addr.arpa/IN: Toaded serial 1
Aug 12 18:33:14 dns named[4074]: zone rpz/IN: Toaded serial 2021081202
Aug 12 18:33:14 dns named[4074]: zone 255.1in-addr.arpa/IN: Tloaded serial 1
Aug 12 18:33:14 dns named[4074]: all zones loaded
Aug 12 18:33:14 dns named[4074]: running
Aug 12 18:33:14 dns named[4074]: rpz: rpz: reload start
Aug 12 18:33:14 dns named[4074]: rpz: rpz: reload done
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:7fe::53#53
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:500:9f::42#53
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:500:2f::f#53
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:500:12::d0d#53
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:dc3::35#53
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:500:2::c#53
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:7fd::1#53
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Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN':
2001:503:ba3e::2:30#53

Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:500:200: :b#53
Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:500:2d: :d#53

Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:500:1::53#53

Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:500:a8::e#53

Aug 12 18:33:14 dns named[4074]: network unreachable resolving './NS/IN': 2001:503:c27::2:30#53
Aug 12 18:33:14 dns named[4074]: resolver priming query complete

Aug 12 18:33:15 dns named[4074]: client @0x7f49e400a550 10.1.108.211#49889 (www.google.com):
rpz QNAME Local-Data rewrite www.google.com/A/IN via www.google.com.rpz

D. f£M dig {5 < H A ETT www.google.com.tw it &

root@dns:~# dig @localhost www.google.com.tw

; <<>> DiG 9.16.1-Ubuntu <<>> @localhost www.google.com.tw
; (1 server found)

;3 global options: +cmd

;3 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 41398

;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: 2

;3 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 4096

; COOKIE: 62050026d4ab0c30010000006114fb8d414c0720b796cc7d (good)
;3 QUESTION SECTION:

;www.google.com. tw. IN A

;5 ANSWER SECTION:
www.google.com.tw. 5 1IN CNAME forcesafesearch.google.com.
forcesafesearch.google.com. 85119 IN A 216.239.38.120

;; ADDITIONAL SECTION:
rpz. 1 IN SOA Tlocalhost. admin.localhost. 2021081202 43200 1800 604800 1200

;5 Query time: 4 msec

;35 SERVER: 127.0.0.1#53(127.0.0.1)

;3 WHEN: [f 8 H 12 18:44:29 cST 2021
;; MSG SIZE rcvd: 184

RALFRIEERE - OK 'S -

E. 1€ bind9 %5k R RIEN

‘root@dns:~# systemct]l enable named
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KRBT Ubbuntu 20.04 MER LAMP E4FRRARIXIT :
« Apache2.4
- PHP74
« MariaDB 10.x

1. EH#ZE
EERARENEZEK php7

P.53

root@ubuntu:~# sudo -1

root@ubuntu:~# apt update

xs1 php7.4-int1 php7.4-bcmath php7.4-gmp php7.4-imagick

root@ubuntu:~# apt install apache2 mariadb-server mariadb-client php7.4 Tibapache2-
mod-php7.4 php7.4-c1i php7.4-curl php7.4-gd php7.4-imap php7.4-json php7.4-mbstring
php7.4-mysql php7.4-opcache php7.4-tidy php7.4-xm1 php7.4-xmlrpc php7.4-zip php7.4-

ZERSTIAREZNE - WK MTLTRERERHE—T - A% http://163.26.206.150

How to Get Let's Encrypt SSLo X @ Apache2 Ubuntu Default Page: X ar o

C A fEE | 163.26.206.150 Yo o

@ Apache2 Ubuntu Default Page

%_

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in fusr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/etc/apache2/

|-- apache2.conf

! “-- ports.conf
|-- mods-enabled

! |-- *.load

! T-- *.conf

|-- conf-enabled

! T-- *.conf

|-- sites-enabled

! T-- *.conf

O X

@HeE = e @

HERBRE /var/www/html

B — T PHP IhEE - 755&W0F -
« | /var/www/html & N2 phptest.php AW T

<?php
phpinfo();

?>
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- HAERER
http://163.26.206.150/phptest.php

How to Get Let's Encrypt SSLo. X @ PHP 7.4.2 - phpinfo( X+ o B - %
< C A FE%F | 163.26.206.150/phptestphp fo e DE®¢cn» @ :

System Linux cloud 5.11.0-25-generic #27~20.04.1-Ubuntu SMP Tue Jul 13 17:41:23 UTC 2021 x86_64
Build Date Jul 52021 15:13:35

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fetciphp/7 4fapache2

Loaded Configuration File fetciphp/7 4/apache2/php.ini

Scan this dir for additional .ini files fetc/php/7 4fapache2/conf.d

Additional .ini files parsed fetciphp/7 4/apache2/conf.d/10-mysgind.ini, /etc/php/7.4/apache2/conf.d/10-opcache.ini,

fetciphp/7.4fapache2/conf.d/10-pde.ini, /etc/php/7.4/apache2/conf.d/15-xmLini, fetc/php/7.4/fapache2/conf.d/20-
bemath.ini, /etc/php/7_4/apache2/conf.d/20-calendar.ini, /etc/php/7_4/apache2/conf.d/20-ctype.ini,

fetciphp/7 .4fapache2/conf.d/20-curl.ini, fetc/php/7 4/apache2/conf.d/20-dom.ini, /etc/php/7.4/apache2/conf.d/20-
exif.ini, fetc/php/7.4fapache2/conf.d/20-ffi.ini, /etc/php/7 4/apache2/conf.d/20-fileinfo.ini,

fetciphp/7 4/apache2/conf.d/20-ftp.ini, /etc/php/T .4/apache2/conf.df20-gd.ini, fetc/php/7.4/apache2/conf.d/20-
gettext.ini, fetc/php/7 .4/apache2/conf.d/20-gmp.ini, /efc/php/7.4/apache2/conf.d/20-iconv.ini,
fetc/php/7_4fapache2/conf d/20-imagick.ini, fetc/php/7.4fapache2/conf.d/20-imap.ini,

fetciphp/7 4/apache2/conf.d/20-intlini, /etc/phpiT_4/apache2/conf.d/20-json.ini, /etc/php/7.4/apache2/conf.d/20-
mbstring.ini, fetc/php/7 .4/apache2/conf.d/20-mysqli.ini, /etc/php/7.4/apache2/conf.d/20-pdo_mysql.ini,
fetc/php/7 4fapache2/conf.d/20-phar.ini, /etc/php/7 .4/apache2/conf.d/20-posix.ini, /etc/php/7.4/apache2/conf.d/20-
readline.ini, fetc/php/7.4fapache2/conf.d/20-shmop.ini, fetc/php/7.4/apache2/conf.d/20-simplexml.ini,
tetc/php/7.4fapache2/conf.d/20-sockets.ini, /etc/php/7.4/apache2/conf.d/20-sysvmsg.ini,

fetciphp/7 4/apache2/conf.d/20-sysvsem.ini, /etc/php/T.4/apache2/conf.d/20-sysvshm.ini,

fetciphp/7 .4fapache2/conf.d/20-tidy.ini, /etc/php/7.4/apache2/conf.d/20-tokenizer.ini,

fetc/php/7 4fapache2/conf.d/20-xmireader ini, fetc/php/7.4/apache2/conf.d/20-xmirpc.ini,

fetciphp/7 4/apache2/conf.d/20- iter.ini, /etc/phpl/7. 4/ he2/conf.d/20-xsl.ini,
fetciphp/7.4fapache2/conf.d/20-zip.ini

PHP API 20190902

PHP Extension 20190902

Zend Extension 320190902

Zend Extension Build API320190902 NTS

PHP Extension Build API20190902 NTS -

‘ »

AIEHSE - BEC1S phptest.php flER - FASRERZWER

2. MariaDB E il Ei& E

A. PIR{EERE

# WIREERE
root@ubuntu:~# mysql_secure_installation

NOTE: RUNNING ALL PARTS OF THIS SCRIPT IS RECOMMENDED FOR ALL MariaDB
SERVERS IN PRODUCTION USE! PLEASE READ EACH STEP CAREFULLY!

In order to log into MariaDB to secure it, we'll need the current
password for the root user. If you've just installed MariaDB, and
you haven't set the root password yet, the password will be blank,

so you should just press enter here.

Enter current password for root (enter for none): [# Enter]

OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the MariaDB

root user without the proper authorisation.
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Set root password? [Y/n] Y

New password: [BAZERE root K]
Re-enter new password: [B—X]
Password updated successfully!
Reloading privilege tables..

Success!

By default, a MariabDB installation has an anonymous user, allowing anyone
to log into MariabDB without having to have a user account created for
them. This is intended only for testing, and to make the installation

go a bit smoother. You should remove them before moving into a

production environment.

Remove anonymous users? [Y/n] Y [BRE&ZZEA]

Success!

Normally, root should only be allowed to connect from 'localhost'. This

ensures that someone cannot guess at the root password from the network.

Disallow root Togin remotely? [Y/n] Y [{EfEZFKEIE root REREWRZA]

Success!

By default, MariaDB comes with a database named 'test' that anyone can
access. This is also intended only for testing, and should be removed

before moving into a production environment.

Remove test database and access to it? [Y/n] Y [#BB& test BHRIE]
- Dropping test database...
Success!
- Removing privileges on test database...

Success!

Reloading the privilege tables will ensure that all changes made so far

will take effect immediately.

Reload privilege tables now? [Y/n] Y [E#HEHAMERRE]

Success!

Cleaning up...
All done! 1If you've completed all of the above steps, your MariaDB

installation should now be secure.

Thanks for using MariaDB!




B. {822 mysql #PREZE - F phpmyadmin 72FF root EiEEA
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root@ubuntu:~# mysql -u root -p

Enter password: << HARIRRNES

welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id 1is 37

Server version: 10.0.25-MariabB-Oubuntu0.16.04.1 Ubuntu 16.04

Copyright (c) 2000, 2016, Oracle, MariabDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

MariabB [(none)]> use mysql;
Reading table information for completion of table and column names

You can turn off this feature to get a quicker startup with -A

Database changed

MariabB [mysqgl]> update user set plugin='"' where User='root';
Query OK, 1 row affected (0.00 sec)

Rows matched: 1 Changed: 1 warnings: O

mariabB [mysql]> flush privileges;
Query OK, O rows affected (0.00 sec)

MariabB [mysql]> quit
Bye

root@ubuntu:~# systemctl restart mariadb
root@ubuntu:~# systemctl restart apache2

3. fal AR &8 BX &
FEIRE

root@ubuntu:~# systemctl start mariadb

root@ubuntu:~# systemctl start apache2

FHPIE

root@ubuntu:~# systemctl stop mariadb

root@ubuntu:~# systemctl stop apache2

% B 5 B RLE)

root@ubuntu:~# systemctl enable apache2

root@ubuntu:~# systemctl enable mariadb
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SERZERNCER NEIRINSREMENE /var/www/html| SEEERTGBE—L -
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//B1F] /root &K
root@ubuntu:~# cd

all-Tanguages.zip

index.html phpmyadmin

// 8 phpmyadmin ##| /root &ETF
root@ubuntu:~# wget https://files.phpmyadmin.net/phpMyAdmin/5.1.1/phpMyAdmin-5.1.1-

root@ubuntu:~# unzip phpMyAdmin-5.1.1-all-languages.zip
// & phpMyAdmin-x-x #E2%] /var/www/html/phpmyadmin

root@ubuntu:~# cd /var/www/html/
root@ubuntu:/var/www/html# 1s
phptest.php
root@ubuntu:/var/www/html#

root@ubuntu:~# cp -rf phpMyAdmin-5.1.1-al1-languages /var/www/html1/phpmyadmin

F http://cloud.nnkieh.tn.edu.tw/phpmyadmin B4R EEF
5 ARZEECDLHETE 163.26.206.150 %& cloud.nnkieh.tn.edu.tw - E 18 X E L FAZE ST 484 -

How to Get Let's Encrypt SSLo. X & phpMyAdmin X +
&« C A FZEZ | cdoud.nnkieh.tn.edu.tw/phpmyadmin/ Y
php

#0fER phpMyAdmin
&S - Language

$X - Chinese traditional v

(~

O

x

w0 E S o @

- BBEAIERIZES LAMP B phpmyadmin - B2 EANIERERERH - mEMT

« HRMEERZEMAAERBN HTTP £#EHER - EAO0ALREH SRS SAERERIR

SRS -

« HPAFEE phpmyadmin BEEARZ T - BREEREERMEHNBERA -
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5. phpMyAdmin B93E 45 PR Fl

B phpmyadmin 2B INEIRE - PTLILEMIFIRE - TR FAZE apache? E R IN—
ERFIERBENZERE - TBEWOT :

« £ /etc/apache2/conf-available & T #1317 ra-phpmyadmin.conf 52 E1#& - RSN - EEFF
HRAERETE Require ip BH -

ABIZE—1E Require ip RUZERME - M7 ERZETUBNMBEBRAASMAE - £ (@
Require ip @288 IPv6 - RAZE IAAS FELL IPv6 BT - #GEEEM L IPV6 BT -

<Directory "/var/www/html/phpmyadmin">
Options All
Allowoverride All
Require all denied
Require ip 163.26.206.0/24 x.x.x.X
Require ip 2001:288:xxxx::/48
</Directory>

- RATRE

root@ubuntu:/etc/apache2/conf-available# a2enconf ra-phpmyadmin
root@ubuntu:/etc/apache2/conf-available# systemctl reload apache2

o FAARFFRAULAGELR - FHIR 403 Forbidden Mi&E I 1

{0 A cloud.nnkieh.tn.edu.tw/phpmyadmin

Forbidden

You don't have permission to access this resource.

Apache/2.4.41 (Ubuntu) Server at cloud.nnkieh.tn.edu.tw Port 80

6. composer & mpdf %5t

Composer & php E4W—EEETH - £ Ubuntu BT @ BRI HEHAE JLIFER apt & snap
REEER - BIAFTZE php EXERAESE Composer 2REHE - FZAIE HTML EEEZ PDF 89 PHP T E#
#2 "TMPDF, BEHJPr— - AItEE T & MPDF EX[RIEH - REMNHNEREE Composer RiE
HERE -

A. Composer &

FTEMEN

yh@ubbuntu:~$ sudo -i

[sudo] yh HZEE :
root@ubuntu:~#apt update

root@ubuntu:~#apt upgrade
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%% composer,

FERBF root 5% - B#1T composer #17 - BOJIEFIFH HELPEEM OK 7 -

root@ubuntu:~# apt install php-cli unzip curl
root@ubuntu:~# curl -sS https://getcomposer.org/installer -o /tmp/composer-setup.php
root@ubuntu:~# php /tmp/composer-setup.php --install-dir=/usr/local/bin —filename=composer
root@ubuntu:~# exit
yh@ubuntu:~$ composer

/) S
/) S =N — N\ N\ N\ -\ —/
[ S—) =) )
/N /N / /N—/_/

/-/

Composer version 2.5.5 2023-03-21 11:50:05

Usage:

command [options] [arguments]

Options:

-h, --help Display help for the given command. when no ...

-q, --quiet Do not output any message

-V, --version Display this application version
--ansi|--no-ansi Force (or disable --no-ansi) ANSI output

-n, --no-interaction Do not ask any interactive question
--profile Display timing and memory usage information
--no-plugins whether to disable plugins.
--no-scripts Skips the execution of all scripts defined in

-d, --working-dir=wORKING-DIR If specified, use the given directory as ...
--no-cache Prevent use of the cache

-v|vv|vvv, --verbose Increase the verbosity of messages: 1 for normal...

Available commands:
about Shows a short information about Composer

archive Creates an archive of this composer package




B. &Z#& MPDF

MPDF EFEZ PHP —EXAR - B/R Ubuntu 20.04 &/ PHP & 7.4 hk
8.0.4 hi - RIUERER composer G255 RlfaEFM E L ERIARAR] -
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+ MPDF & 7 #5BChR AR &

yh@ubuntu:~$ composer require mpdf/mpdf v8.0.4
./composer.json has been updated
Running composer update mpdf/mpdf
Loading composer repositories with package information
Info from https://repo.packagist.org: #Standwithukraine
Updating dependencies
Nothing to modify in Tlock file
Installing dependencies from lock file (including require-dev)
Package operations: 5 installs, 0 updates, O removals
- Installing setasign/fpdi (v2.3.7): Extracting archive
- Installing psr/log (1.1.4): Extracting archive

- Installing myclabs/deep-copy (1.11.1): Extracting archive
- Installing mpdf/mpdf (v8.0.4): Extracting archive
Generating autoload files
2 packages you are using are looking for funding.
Use the “composer fund command to find out more!

No security vulnerability advisories found

- Installing paragonie/random_compat (v9.99.99): Extracting archive

TE M E ~/vendor EEERIEET - HEBWH

yh@ubuntu:~$ tree vendor -L 2

vendor

— autoload.php

— composer

— autoload_classmap.php
— autoload_files.php

— autoload_namespaces.php
— autoload_psr4.php

— autoload_real.php

— autoload_static.php

— ClassLoader.php

— 1installed.json

— dinstalled.php

— Installedversions.php
— LICENSE

L— platform_check.php

— mpdf .
L— mpdf ~ EEERXSEEXANFERTEE
— myclabs

L— deep-copy

— paragonie

L— random_compat

— psr

L— Tog

L— setasign

L— fpdi

11 directories, 13 files
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KRB LAFAEN "mpdf, ERER—T
yh@ubuntu:~$ cd vendor/mpdf

yh@ubuntu:~/vendor/mpdf$ tree -L 2

L— mpdf
CHANGELOG.md
composer.json
CREDITS. txt
data
LICENSE. txt
phpunit.xml
README . md
ruleset.xml
src

tmp

ttfonts « FEEBHE

LU N

(

7. % PHP Fs§E = {£H MPDF ’RZ H PDF XX fF

A. BT &EE?KAY vendor ERRERFNERRT

yh@ubuntu:~/vendor/mpdf$ cd

yh@ubuntu:~$ sudo cp -rfp vendor /var/www/html/your_project/
yh@ubuntu:~$ cd /var/www/html/your_project/
yh@ubuntu:~/var/www/html/your_project/$ 1s

index.php pOltopdf.php vendor yhlib.php

B. 1€ vendor/mpdf/mpdf/tmp =i FeIRK 0777

‘yh@ubuntu:~/var/www/htm1/your_project/$ cdmod 0777 vendor/mpdf/mpdf/tmp

C. TE#2FEFEME vendor/mpdf/mpdf/ttfonts &
- EF
https://data.gov.tw/dataset/5961
PMHERNWIERS— ZIP BREAZEEAREMEFEREMMANBHNERAFZERFE -
- REBEIEIERIEFIE TW-Kai-98_L1.ttf &= " /php EZE/vendor/mpdf/mpdf/ttfonts .

yh@ubuntu:~/var/www/html/your_project/$ cd vendor/mpdf/mpdf/ttfonts
yh@ubuntu:~/var/www/html/your_project/vendor/mpdf/mpdf/ttfonts$ 1s
...... Khmeros. ttf TW-Kai-98_1.ttf UnBatang_0613.ttf ..
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<?php
ob_start();
require "vendor/autoload.php";

$mpdf = new \Mpdf\Mpdf ([
'mode' => 'utf-8',
//'format' => 'A4-L', //%E[E A4
'debug' => true,
//'tabSpaces' => 4,
//'ignore_invalid_utf8' => true,
//'orientation' => 'L', //#%[Q
"autoScriptToLang"=>true, //PXF0E: BEEEREIZFZES
"autoLangToFont"=>true, //HXFMNE: FEEEEFTE
"useSubstitutions" => true, //ZEPRXFIEIEEFER
"default_font_size"=>12, //FEIK/)
J/REEFEFE, twkai BB5F] font-family &#, £ css ¥
'fontdata' => [
"twkai' => [
'R' => 'Tw-Kai-98_1.ttf",
'I' = 'Tw-Kai-98_1.ttf"',

1,

"default_font"=>'Tw-Kai', //FEHRFZHE
//"tempDir"=>$tempDir, //EFER

'margin_top' => 0,

'margin_left' => 7,

'margin_right' => 7,

//'mirrorMargins' => true,
"setAutoTopMargin'"=>"stretch",
//"setAutoBottomMargin"=>"stretch",
"autoMarginPadding"=>0

1

//$mpdf->default_font='STFangsong'; //courier SimHei
$mpdf->defaultheaderline = 0; //MIfR header B4
$mpdf->defaultfooterline = 0; //MIR footer TNz

$csscode=<<<EOD
<style type="text/css">
*{

}

.pdftable table{
display:table;
table-layout: fixed;

= oo

BE B

MBI FEIERSE
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border:0px;

margin:Opx;
border-collapse:collapse;
border-spacing:0;

width: 100%;

}
.pdftable table, td, th
{
border:1px solid blue;
}

.pdftable tr{

width: 100%;
3
</style>
EOD;
//5IA css BHE
$mpdf->wWriteHTML ($csscode, \Mpdf\HTMLParserMode: : HEADER_CSS) ;
//PDF 1288
$headhtml=<<<EOD
<div style="width:100%;" class="pdfhead">

<table style="width: 100%;">

<tr>

<td style="border:2px #7B3636 solid; text-align: center;
width:100%; font-size: 23px; font-family:twkai;">
ENRREY PDF--HERE
</td>

</tr>

</table>
</div>
<br>
EOD;
$mpdf->SetHTMLHeader ($headhtml) ;

// 28K PDF AB A ERE)

$htmlcode=<<<EOD

<div style="width:100%;" class="pdftable">

<p style="Tline-height: 24px; font-size: 18px; color: #E8A020;'>

?ﬁ%@ POF XHRBHERE " POF, KT ZERESE - UTAREEFHREREAN - E#EEAHILUBILLS M
FETS -

</p>
<br>
<table style="width:100%; ">
<thead>
<tr style="width:100%;">
<th style="width: 48.3mm">E%5%</th>
<th style="width: 22.1mm">#®&</th>
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<th style="width: 20.4mm">H4& A </th>
<th style="width: 21.1mm">&z</th>
</tr>
</thead>
<tbody>
<tr>
<td>112002</td>
<td>FERK[E</td>
<td>FER</td>
<td>0912345678</td>
</tr>
<tr>
<td>112005</td>
<td>FF</td>
<td>FE</td>
<td>0987654321</td>
</tr>
<tr>

<td colspan="4" style="text-align:Tleft;border:0;width:100%;">

BE—1T
</td>
</tr>
</tbody>
</table>
</div>
EOD;

$mpdf->wWriteHTML ($htmlcode, \Mpdf\HTMLParserMode: : HTML_BODY) ;
$mpdf->SetHTMLFooter('<div>Page Footer</div>');

//ZKEN(BE)
$mpdf->watermark_font="simsun';
$mpdf->setwatermarkText('myip.tw',0.1);
$mpdf->showwatermarkText = true;

//BRZKE(BE): BREBREE  BRE - BARX) - BRAIE XY
//$mpdf->SetwatermarkImage('test.png', 1, array(60,60), array(75,3));
//$mpdf->showwatermarkImage = true;

//---mgEy, "8 ---

//REHE Browser
//$mpdf->output(;

// &
$mpdf->output('document.pdf','D");
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(=). HTTPS 4r Rl sgz: >

1. fHE = HTTPS

aas

<

214 <meta http-equi
<meta

="X-UA-Compatible” content="IE=edge">
ntents="widths idth, initial-scale=1.8">

<link rel="shortcut icon" href-"https://es.nnkieh.tn.edu.tw/them en/d.
<link href="https://fonts.googleapi m/css 2family=0pen+Sans 3%‘ 499 @9 799 rel-

<link

/ http://example.com

request web page

el="stylesheet” type="text/css" href="hitps://es. nnkieh.tn.edu.tw/themes/col

P88

RENAERZSEALENINEE ﬁﬂﬂ%{% S ANIRBEE OIS - BY)  ERSGENXHS - &
SERNOHER  BNEERDPEEZE  BEAOLACREXBHEHNIE  ARAESHMNET - B
fRoR Pt EIRE - EULRLEIR 7 HTTPS ( INE A X H B 1% & ; Hypertext Transfer Protocol
Secure) - EZIEEBEERLNEBRIZE BETEEN—EENAHE - FERETHAN TCP443 8 £
BLHE (Listen) -

ERNMERENTE (BEEL) ARZE - EWEELSN - BEE—5 "EEENXXF, 2R " —
BHPUEMWEHFHFR, - MEMBEHRSTIEIREEEN "85,  LINESNBESE N2
FREMRARTS (ATl ) 19 - BUNEED sha256 E&E A7 A "yhliuy » gﬁﬁﬁﬂﬁ%'mﬂ
0y & Thttps//www.tn.edutw . =FRETINRRE - HERAOT -

yh@ubuntu:~$ echo -n yhliu | sha256sum
83155d663fa9b61e968c85a8cc04aclf2445fc56016b779218b8f25a6e5d4808 -

yh@ubuntu:~$ echo -n E@EHHUBEFENFL | sha256sum
31dbd1d0a906802ac‘.ec‘.2380370aa069c7246717ec28cc‘.a4f3c‘.8491‘:a253de8271c -

yh@ubuntu:~$ echo -n https://www.tn.edu.tw | sha256sum
£348d1d606fa39aeec963d3c28d85fa83a2439c637802fb2a0e76c9f9acf5738 -

yh@ubuntu:~$
B EFMEIR - B PR FH SHA256 IEE - BEREERENFE - TRILEB ARHE
s (B WIFLERSE ) 8l 8 EERAHTTPHRAERERREENPERNFE - BFEH

HTTPS WARIEmE & —REEHLPUERNEHF - HIbthia 7 EfEmaAENERETEE M -
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MEBZEREFRGAIERENR  FETAZRE  BEEHRMRAB/ROTEAMY - HEEK:S
BXIEHTTPS pU5E - RABNRERE - SMNEARSAFNENEHBUE - FEBRATBAY -

MEAR LEANTRE—EESNRE  NREWL AEAREERENS - bARHABRAENZ
FNUREREEBREE  NMEEARSRNBETRUREMZR MABEZ—EEXHR - £
TECR /ME (BRFRR )  EHERZENTR  JERTHREZRAR  RERSEAER -

Bl RaEwa#EEm B ERKEE  SEEE NMEE  UEER—RERME - BEUFH
B8 DABRREENEERSE MELBEURRIBRFEBAZHAEZFTWERN - BEEFRAEA
B MEAlE—XRERERBEAS - B Let’ sEncrypt - RMRBA—SEZAU - EFHBH
B KEIESRREVNS_E/AMINER  ZRBEELHRENTRERN - BolERWAIE
REE - UINEEREFRRE -

2. FoBI &% webdns % E 4811t

FR Let's Encrypt B0 R Rt "S54, - UWAZRHEEERE  FIUENEREENE
wZEZRH—EEARFIEEAL - At - FRIRBLIAZEMHABEREAP O RENEEEE
I5E https://webdns.tn.edu.tw #58 E R RIS CAGIE - FEREREE - W o4& W 1T Let's Encrypt
HIFRFETESE - & LU cloud.nnkieh.tn.edu.tw #i 2] 163.26.206.150 B4 - REBLAT -

SBIXDNSEIRRE TS

HiFHE ERED 88%

B2 # HHEE * REIPva ¢ EEIPvE®

EHRED nnkieh.tn.edu.tw (nnkieh.tn.edu tw.zone) 163.26.206.128/25 (163_26_206_128_25.zone) -

“wm/as | ONSmERE | smeERE

nnkieh.tn.edu.tw.zone 163_26 206 1 ZS_ZISMI-“

TiL: 7200 Time-To-Live EZLHTEONSTENETET
Organize : tn.edu.tw. HE

Root Mail : servicetn.edu.tw.

Serial : 2021081101

Refresh : 86400

Retry : 1800

Expire : 604300

Minimum : 3600

Record Type

Domain
[ele  ]ankiehtnedutw.[a ~| [163.26206.133
.r\.nkieh.tn.em.tu‘a A v |163.26.206.138

nas nnkish.tn.edu.tw [ A v|  [163.26.206.140

& |cloud |nnkiehtnedutw.[A  v] [163.26206.150

study nnkieh.tn.edutw .| A v] [183.26.206.147 e
[ms  |nnkiehtnedutw.[Mx__ v] [1 || asemx.LGoOGLECOM. | =1
ankishinedutw . [Mx__ v| |5 |[aLT1.a5PMXLGOOGLE COM. | =1

Fl webdns & E %58 25 X 491
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3. & Apache2 B4 Let’s Encrypt £i§

REHIZE Let's Encrypt @8I FEESBEEMEE  RIEE 7 —EF=08RETLE UL NEEE
TR A certbot Bl TEREMEE - ZEREBBEZAMT

PIFEZELL cloud.nnkieh.tn.edutw ESEAIEH - EEBERAWT

A. Z% certhot TH

root@ubuntu:~# apt install snapd

root@ubuntu:~# snap install -classic certbot

B. #1%} apache2 #E{TEHENEERE

root@ubuntu:~# certbot --apache
Saving debug log to /var/log/letsencrypt/letsencrypt.log
Plugins selected: Authenticator apache, Installer apache

Enter email address (used for urgent renewal and security notices) (Enter 'c' to

cancel): information@ms.nnkieh.tn.edu.tw <- @WARKEFEAEARIL

Please read the Terms of Service at
https://letsencrypt.org/documents/LE-SA-v1.2-November-15-2017.pdf. You must
agree in order to register with the ACME server at

https://acme-v02.api.letsencrypt.org/directory

would you be willing to share your email address with the Electronic Frontier
Foundation, a founding partner of the Let's Encrypt project and the non-profit
organization that develops Certbot? we'd 1like to send you email about our work

encrypting the web, EFF news, campaigns, and ways to support digital freedom.

(Y)es/(N)o: Y

No names were found in your configuration files. Please enter in your domain

name(s) (comma and/or space separated) (Enter 'c' to cancel):cloud.nnkieh.tn.edu.tw
Obtaining a new certificate

Performing the following challenges:

http-01 challenge for cloud.nnkieh.tn.edu.tw

Enabled Apache rewrite module

waiting for verification...

Cleaning up challenges

Created an SSL vhost at /etc/apache2/sites-available/000-default-Te-ss1.conf
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Enabled Apache socache_shmcb module
Enabled Apache ss1 module

Deploying Certificate to VirtualHost /etc/apache2/sites-available/000-default-Te-
ss1.conf

Enabling available site: /etc/apache2/sites-available/000-default-le-ss1.conf

Please choose whether or not to redirect HTTP traffic to HTTPS, removing HTTP
access.

1: No redirect - Make no further changes to the webserver configuration.
2: Redirect - Make all requests redirect to secure HTTPS access. Choose this for
new sites, or if you're confident your site works on HTTPS. You can undo this

change by editing your web server's configuration.

) A}

Select the appropriate number [1-2] then [enter] (press 'c' to cancel): 2

Enabled Apache rewrite module

Redirecting vhost in /etc/apache2/sites-enabled/000-default.conf to ss1 vhost in
/etc/apache2/sites-available/000-default-le-ss1.conf

Ccongratulations! You have successfully enabled https://cloud.nnkieh.tn.edu.tw

You should test your configuration at:

https://www.ss1labs.com/ssltest/analyze.html?d=cloud.nnkieh.tn.edu.tw

IMPORTANT NOTES:

- Congratulations! Your certificate and chain have been saved at:
/etc/letsencrypt/live/cloud.nnkieh.tn.edu.tw/fullchain.pem
Your key file has been saved at:
/etc/letsencrypt/live/cloud.nnkieh.tn.edu.tw/privkey.pem
Your cert will expire on 2021-11-10. To obtain a new or tweaked
version of this certificate in the future, simply run certbot again
with the "certonly" option. To non-interactively renew *all* of
your certificates, run "certbot renew"

- Your account credentials have been saved in your Certbot
configuration directory at /etc/letsencrypt. You should make a
secure backup of this folder now. This configuration directory will
also contain certificates and private keys obtained by Certbot so
making regular backups of this folder is ideal.

- If you Tike Certbot, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate

Donating to EFF: https://eff.org/donate-1le

R - EMEBUSEIBRNLRRTE - A EBHEME - ExAEERHEE:
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https://cloud.nnkieh.tn.edu.tw

— O X

DA HowToInstall a Let's Encrypt © X @ Apache2 Ubuntu Default Page X + o
i ones [ :
& c @cloud.nnheh.tn.edu.tw P o B E & & *» e :

Apache2 Ubuntu Default Page

I ihi EHEI i #HAMERHI RRREHERE htpps NZEHE

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems. It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means

that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview

Ubuntu's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Ubuntu tools. The configuration system is fully
documented in fusr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

/fetc/apache2/ v

AR E B BB M RGE

Let's Encrypt BRFEBMERBE=E A - FBRBL - Ubuntu REM certbot BENMETH - §8X#H
TTMRER - BARLD - BAETTLUERTU TR —T certbot B renew 2HZE 0 IEEEF -

root@cloud:~# certbot renew --dry-run

@

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Cert not due for renewal, but simulating renewal for dry run
Plugins selected: Authenticator apache, Installer apache
Renewing an existing certificate

pPerforming the following challenges:

http-01 challenge for cloud.nnkieh.tn.edu.tw

waiting for verification...

Cleaning up challenges

new certificate deployed with reload of apache server; fullchain is

/etc/letsencrypt/Tive/cloud.nnkieh.tn.edu.tw/fullchain.pem
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* DRY RUN: simulating 'certbot renew' close to cert expiry

(The test certificates below have not been saved.)

Congratulations, all renewals succeeded. The following certs have been renewed:
/etc/letsencrypt/live/cloud.nnkieh.tn.edu.tw/fullchain.pem (success)
“* DRY RUN: simulating 'certbot renew' close to cert expiry

(The test certificates above have not been saved.)

IMPORTANT NOTES:

- Your account credentials have been saved in your Certbot
configuration directory at /etc/letsencrypt. You should make a
secure backup of this folder now. This configuration directory will
also contain certificates and private keys obtained by Certbot so

making regular backups of this folder 1is ideal.
B2k - HMO UL Jetc/cron.d #EIRA certbot EEREEETEN

SHELL=/bin/sh
PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

N

i

0 */12 * * * root test -x /usr/bin/certbot -a \! -d /run/systemd/system && perl -e
'sTeep int(rand(43200))"' && certbot -q renew

LT - BEE 12 3% 24 BEMERERETT renew B - LURBHERIRESEEE - HR
T MSLEBENMARE -

(= ). Ubuntu 20. 04 Apache2.4 433 & http2 %

http2 & http HEME IR - EAX EZEHA https A olEBAIFRE - Ubuntu 20.04 B apache2 BZ
BINELA http2 tHIE - BLABELL apache2 B php7.4 #EHFXEIT - MEXA apache2 + php7.4-
fom AN A1T - AtATBEHRSZR  ELFE—CEMHA http2 - BALEE -

1. HTTP2 iR EMEER

A. HTTPS

HTTP/2 only works with HTTPS. If you have not switched your site to HTTPS, now is the
time to do it. You might be interested in my article Switching a WordPress Site From HTTP
to HTTPS.

B. Apache 2.4.24


https://helgeklein.com/blog/2015/01/switching-wordpress-site-http-https/
https://helgeklein.com/blog/2015/01/switching-wordpress-site-http-https/
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The first version of Apache to support HTTP/2 is 2.4.24. If you are on the LTS branch of
Ubuntu, this means you need to upgrade to Ubuntu 18.04. | described the upgrade
process from 16.04 to 18.04 in another blog post.

C. PHP FPM

Short version: if you run PHP in Apache via mod_php, you need to switch to FPM. That is not
a bad thing. FPM is newer and faster.

php-fom 2—XZ\BIUMWARFEZI - £1% mod_php 5% Apache2 E T —EEMAH - AM=ER
Apache?2 -

2. {3 PHP-fom HXX mod_php

B Apache2 #9 mod_php B2 HTTP/2 I AME - PRLIRBEA php-fpm K% Apache2 & f#
PHP fR% -

root@ubuntu:~# apt-get install php7.4-fpm
root@ubuntu:~# a2enmod proxy_fcgi
root@ubuntu:~# a2enconf php7.4-fpm
root@ubuntu:~# a2dismod php7.4
root@ubuntu:~# a2dismod mpm_prefork
root@ubuntu:~# a2enmod mpm_event
root@ubuntu:~# systemctl restart apache2

Caveat: w3 Total Cache Shows Apache Modules as Not Detected

W3 Total Cache seems to rely on the function apache _get _modules() to detect Apache
modules, which does not work with FPM. According to this support article from Plesk, this
issue can be ignored.

3. Installing and Enabling HTTP/2 in Apache

Enable the module mod_http2:

root@ubuntu:~# a2enmod http2

root@ubuntu:~# systemctl restart apache2

Enable the HTTP/2 protocol by adding the following to /etc/apachel/apache’?.conf:
Protocols h2 http/1.1

How to Verify that HTTP/2 is Working

Cloudflare put together a comprehensive list of ways you can check a website for HTTP/2
support. The easiest to use are probably Chrome Dev Tools (network view, add
the Protocol column) or the online test from KeyCDN.


https://tools.keycdn.com/http2-test
https://blog.cloudflare.com/tools-for-debugging-testing-and-using-http-2/
https://support.plesk.com/hc/en-us/articles/115005108854-W3-Total-Cache-plugin-shows-apache-modules-as-not-detected-
https://helgeklein.com/blog/2018/12/upgrading-ubuntu-16-04-to-18-04-php-7-0-to-7-2-for-wordpress/
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(7). NextCloud 2 =pd #-7E%

Nextcloud EimEiRE R 4Bl Google Drive 3% DropBox — xRS R F AT % -
FEEIUE 2% - FEiw Windows + Linux ~ Androd * MacOS 2 iOS #8o] DI - B\#MmER « £F
- TR REFTBRERBR  BEUGFINER - MBUZEFHIDREE LEINEE - & Google
MENSSERNEPFEZERE T S EERBEBCREBERAET -

1. RMEK

https://docs.nextcloud.com/server/latest/admin_manual/installation/system_requirements.html

Platform Options
Operating * Ubuntu 20.04 LTS (recommended)
System +  Red Hat Enterprise Linux 8 (recommended)

» Debian 10 (Buster)
» SUSE Linux Enterprise Server 15
+ openSUSE Leap 42.1+
+ CentOS 8
Database * MySQL 8.0+ or MariaDB 10.2/10.3/10.4/10.5 (recommended)
* Oracle Database 11g (only as part of an enterprise subscription)
* PostgreSQL 9.6/10/11/12/13
» SQLite (only recommended for testing and minimal-instances)
Webserver * Apache 2.4 with mod_php or php-fpm (recommended)
* nginxwith php-fpm
PHP Runtime - 73
e 74

+ 8.0 (recommended)

2. AREHRE

A. T# nextcloud £ /var/www

user@cloud:~$ sudo -i

root@cloud:~# wget https://download.nextcloud.com/server/releases/nextcloud-

22.1.0.zip

--2021-08-13 07:41:37-- https://download.nextcloud.com/server/releases/nextcloud-
22.1.0.zip

Resolving download.nextcloud.com (download.nextcloud.com)... 95.217.64.181,

2a01:4f9:2a:3119::181

Connecting to download.nextcloud.com (download.nextcloud.com)|95.217.64.181|:443...
connected.

HTTP request sent, awaiting response... 200 OK
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Length: 173370977 (165M) [application/zip]
Saving to: ‘nextcloud-22.1.0.zip’

nextcloud-22.1.0.zip 100%
[ >] 165.34M 6.36MB/s in 36s

2021-08-13 07:42:15 (4.54 MB/s) - ‘nextcloud-22.1.0.zip’ saved [173370977/173370977]

root@cloud:~# unzip nextcloud-22.1.0.zip
root@cloud:~# cp -rf nextcloud /var/www
root@cloud:~# cd /var/www

root@cloud:/var/www# chown -R www-data:www-data nextcloud

B. i# apache2 #01i& /var/www/nextcloud EEHE

EaTERMAEUER /var/www/html, 1B nextcloud ELZEREM L - MW BEIECEEERRLA
apache2 FI#117#& www-data S5 - B nextcloud B1E /var/www/html [T, 1 FZ& O] #
KRRERR - PERERKS - AL - HAELEKE /var/www E N - IEIE—{E " Alias(sl&) s B9

IE - % apache2 MEBFERAEEELR https://nextcloud.nnkieh.tn.edu.tw/nextcloud i - EER
MUERE /var/www & | » BUEI0T:

#217 /etc/apache2/conf-available/nextcloud.conf

Alias /nextcloud "/var/www/nextcloud/"

<Directory /var/www/nextcloud/>
Require all granted
Allowoverride All

Options FollowSymLinks MultiViews

<IfModule mod_dav.c>
Dav off
</IfModule>

</Directory>

BN E e E

root@cloud:/var/www# a2enconf nextcloud

Enabling conf nextcloud.

To activate the new configuration, you need to run:
systemctl reload apache2

root@cloud:/var/www# systemctl reload apache2

root@c loud: /var/www#
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C. #1I nextcloud Ef}E

root@cloud:/var/www# mysql -u root -p

Enter password:

welcome to the MariaDB monitor. Commands end with ; or \g.
Your MariaDB connection id is 27

Server version: 10.3.30-MariabB-Oubuntu0.20.04.1 Ubuntu 20.04

Copyright (c) 2000, 2018, oracle, MariaDB Corporation Ab and others.

Type 'help;' or '"\h' for help. Type '\c' to clear the current input statement.

MariabDB [(none)]> create database nextcloud;
Query OK, 1 row affected (0.001 sec)

MariaDB [(nhone)]> create user nextclouduser@localhost identified by 'your-password';

Query OK, 0 rows affected (0.001 sec)

MariabB [(none)]> grant all privileges on nextcloud.* to nextclouduser@localhost
identified by 'your-password';

Query OK, O rows affected (0.001 sec)

MariabB [(none)]> flush privileges;
Query OK, 0 rows affected (0.001 sec)

MariabDB [(none)]> exit;
Bye

root@cloud: /var/www#

C. BIERERE

root@cloud:~# cd /var/www

root@cloud: /var/www# mkdir nextcloud-data

root@cloud:/var/www# chown -R www-data:www-data /var/www/nextcloud-data/
root@cloud:/var/www# 1s

html nextcloud-data

root@cloud: /var/www#




D. A8 _L4EE

i x +

& cloud.nnkieh.tn.edu.tw/nextcloud/index.php

S EEER
yh

TeresesnERE.

ST EMETE -

BEREEuE

Svar/www/nextcloud-data

HE B
T MySQL/MariaDB S{EH F=EIEE

HHEE PHP AR EAE MR ERE
EEHMFRSHE A -

nextcloud
cessssnsanen
nextcloud

localhost

SEESiEEEEeEE T EEE - (F
M : localhost:5432 )
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fom
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= &% - Nedcloud x =+ &

¢« > c

@ cloud.nnkieh.tn.edu.tw/nextcloud/index.php/apps/dashboard/

Bz

B 2Eons

E’ Nextcloud intro.mp4

m Reasons to use Nexiclo... .pdf

. Steps.,pg
Frog.jpg
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. Vineyard.jpg
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3. Client Z&B{EMA

o FHFR T B app store &K F 2] nextcloud app
« B¥& clientIm NEES

https://nextcloud.com/install/#install-clients
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